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900+

experts,14.000+ at G+D

110+

EUR Million, 3+ EUR Billion (G+D)

29+

Years in Software development;
EXPERIENCE [Pl years in 3-D Secure; 179 years of G+D

REVENUE




inthe digital age, we orchestrate real-world banking and
payment experiences with human-centric security technology.

G+D IN PAYTECH

International and domestic
payment applications

Issuing banks, FinTechs Payment Cards Issuance Services Digital Solutions

eCommerce customers plus Design, co-creation and Classic and digitally eCommerce check-out,

Public Sector. Transit and production — globally scalable enhanced personalization 3DS, Tokenization digital

Ent . ' t & resilient services across the globe banking and passwordless
nterprise customers T e e
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We serve various digital domains with distinct business offerings

Payment &

_a D D
Technology

Trusted digital payment
experience for consumers
and Financial institutions.

One-stop shop for
seamless user journeys in
mobile and web banking.

Securely enable and
organize the digital world
for people’s assets.

Digitize touchpoints between
business and users in mobility,
health, and publishing.
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20+ years of interconnecting the payment ecosystem

Issuing domain Acceptance domain

= 3DSACS @) OB = Click to Pay (SRCI)
» CloudPay (HCE) R L[| = 3DS Server (SaaS)

Consumer Merchant ) _
= Tokenization = 3DS SDK (Android & iOS)

= Click to Pay / SRC

= E-commerce Tokenization

Leading in
© Passkers secure digital
. i _ Network domain
Crypto-Wallet payment
solutions Acquirer/ = 3DS Directory Server

Issuer PSP/
Gateway = SRC System

= Passkeys

37

Network
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G+D Netcetera digital references

S nmi Primer @ globalpayments @ JUSPAY  Pago

NETFLIX NETS GREVY PPayral Rzl &

Acquiring Rabobank
| a \ & Sony
swedban @ Il Ao e, Wil
d-local @ringy (Gonfide WORLDINE W, (- computop
. e .
G 5 HUBS EWd @) owus  swisscard |\
BANCO . 2
Issuing MiULTIVA < iNFernacionar | EB BANBAJIO  ZIDCGROUP g RN S mEareans
B restrinoncer bradescard ~ Miles & More €6 & Santander [fEorn&rcard
card complete episodesix

B k.. stripe) vidiva: o A DKB (asanco

Das kann Bank
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EMVCao is the global technical body of Mastercard, Visa, Amex,
Discover, JCB and China Union Pay that plays a central role in
ensuring secure and interoperable payment transactions
worldwide.

It develops global standards in form of EMV® specifications and also
provides testing processes to certify that payment products comply
with EMV standards

Example: EMV chip on credit card, EMV card terminal

G+D Netcetera is EMVCo Associate and member of
EMVCo Board of Advisors.

Latest EMVCo protocol: EMV Secure Remote Commerce (SRC)

EMVCO

ASSOCIATE

EMV® is a registered trademark in the U.S. and other ntries and a it
@ Netcetera trademark elsewhere. The EMV tradel mak S owne: dbyEMVC LL




1. SRC Use Case
Click to Pay
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netceteca Checkout

Order Summary

M The Catcher in the Rye

! The Great Gatsby
Your Gateway to Literary Wonde rjjeess

Book Store Total
Choose Payment Method

CATEGORIES £ z Credit / Debit

Arts & Photography
Pay with Apple Pay Checkout
Biographies & Memoirs
Order Summary
Business & Money

(G Pav)

Calendars UNISHMENT (GPay) Pay with Google Pay W

ve Catcher in the Rye
Children's Books ! The Great Gatsby
Comics & Graphic Novels Crime and Punishment Woma. Pay with Klarna Shipping
Compute echnology

Total

Cookbooks, Food & Wine

| visa @

3-F
e

CHEML AN VNS T

The Catcher in the Rye Crime and Punishment

* * - *
599 EUR T 10.99 EUR

(& Netcetera s
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SRC Initiator (SRCI)

The SRCI handles the interaction with the
SRC Systems

Non-payment flow: SRC enrollment of card and
meta data, either into existing SRC Profile or
creating a new SRC Profile; recognition; card
tray;

Payment flow: checkout flow retrieving payload

, consisting of token PAN and one-time cryptogram
, Component governed

:bySRCI

& PAY 21.99 EUR
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How SRC works

EMV SRC allows consumers to store all
their major debit and credit cards in their
> SRC Profiles

averan  piscover @D VISA

mastercard

Each card is stored in an SRC Profile at the SRC
System of the respective card brand.

Each card is stored in the form of a “network
token”, represented by a token PAN and a reference
ID pointing to the token, called srcDigitalCardID.

Disc ver The SRC Profile also contains the email and mobile
number as unique identifiers.

The SRC Profile can also contain customer meta
data

(P Netcetera
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G+D Netceteras SRC - solution overview

(P Netcetera (P Netcetera

SRC System

SRCI Frontend SRCI Backend

([}}>|VISA@Q )

SRCI SDK SRCI Server

AV ERICAN]
n VisA %

+ Available for domestic card networks

(P Netcetera

(P Netcetera
Participating Issuer

r s
KD>>| visa I @ )

Push Provisioning /
Default Enablement

1234 5678 9102 3456
3450

Easy and seamless integration into a “Digital Payment Application” (DPA) eSS
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2. SRC Use Case
EV Open Payment (EVOP)
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(D) EMVCoO

EMV®
Secure Remote Commerce

Electric Vehicle Open Payments Use Case

Version 1.0 DRAFT

(& Netcetera
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Plug and Charge ecosystem entities that interact with SRC

Authorization

T 6 I

MO PKI Acquiring  payment  Issuing
Service Provider Bank network Bank
: t
Enrollment v
CSO
EI < . . N
00 @ - » SRC <
PSP CSMS
EV Open Payment
eMSP T l
U
1ISO15118 — 2 (20) O
S0y - |47
—

ISO15118 — Plug and Charge
Electric Vehicle
MO: Mobility Operator
eMSP: e-Mobility Service Provider

(P Netcetera

Charging Station
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ISO 15118 Public Key Infrastructure (PKI)

OEM Root CA
EV Manufacturer

—_ - .

v v : OCSP Signer

V2G Root CA

vV Vv
Certificate
OEM Sub- Prov Stb- CSO SUbCAL b= 1
CAl cAt | | TP e - - ]
T I
\ 4 \ 4 \ 4 I ] |
OEM Sub Prov Sub | _,, OCSP Signer 1
uo- rov Sub- . Certificate |
________ 1
\ 4 A\ 4 \ 4
OEM Prov Leaf Prov EVSE Leaf » Mandatory
Certificate Certificate Certificate Certification
. I — | | T | @ —===- » Optional
Vehicle Provisioning Services EVSE Certification

(P Netcetera 10



Authorization

_— T A R
| ) T T
Creation of MO contract certificate (MOCC) = Y5t ==

T e g PEEEER LRI L L L i e R I L e i i e i i iieys Acquiring Payment Issuing
J § Bank network Bank

Enroliment M T l

MO PKI . \"SA
Service Provider mostercard CSO
E::: SRC < 5 “A. A
@ visa Systems @
PSP
EV Open Payment Root Certificate Authority CSMS
eMSP (CA) A

\ 4

1SO15118 — 2 (20) ?- :|

ISO15118 — Plug and Charge I
Electric Vehicle Charging Station

y N
Y

eMSP: e-Mobility Service Provider

(& Netcetera 20



S

MO PKI Enroliment

v
Service Provider [ wia] 00 0 e
SRC
ertificate Authority

EV Open F ymsnt
eM

I

1IS015118 - Plug and Charge

v
1ISO15118 - 2 (20)
lectric Vehicle

(P Netcetera

EV charging entities and roles in EVOP

SRC Systems (Visa, Mastercard, etc.) act as the
root Certificate Authorities (CA) for the MO
contract certificates (MOCC)

Consequently, the schemes assume the role of
Mobility Operator (MO) PKI Service Provider

The MOCC containing the srcDigitalCardlId,
created by the PnC wallet, together with the
EV _ID is bound to the card in the SRC Profile.

The MOCC and associated private key is then
stored in the electric vehicle.

Upon checkout, the CSMS receives and forwards
the MO contract certificate incl. srcDigitalCardId
and EV_ID to the SRC System to receive the
token PAN and cryptogram
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Enrolilment and binding

MO PKI
Service Provider

Contract certificate
creation using MO
root certificate

<

R —

Creation of MO root certificate

Enrollment

B.
m Request card add

n
>

.
.
[
A A
N

D.
Successful

EV Open Payment bind card and

emMSsP contract certificate
A E.
Cardholder MO contract
requests card certificate with
to be added digital card identifier

(P Netcetera
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Electric Vehicle

SRC
Systems

Authorization
A O T ]

T =L IO

Acquiring Payment Issuing
Bank network Bank

Tl

- CSOC

PSP CSMS

il

Charging Station
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Plug and charge

@rrerrerereranrerrasrara e srar s srerarasnarsansasaransarsannnnarannnnan s

Authorization

T %t I

Acquiring
Bank

Issuing
Bank

Payment
network

b H
EEl 4—l : 3.
i Checkout Request

Tl

MO PKI Enrollment v with MO contract
Service Provider certificate ~ CSO -
SRC <
Systems —_—)
- PSP CSMS
EV Open Payment SRC’s
eMSP Payload A

2. 5.

CS initiates CS starts charging

pre-authorization upon successful
$ pre-authorization

\/

1.1S015118 — 2 (20)

ISO15118 - Plug and Charge
Electric Vehicle

(P Netcetera
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Charging Station




Other use cases
In the car-mobility sector

Tolling

= Alternative to expensive RFID devices or
non-robust license plate readers

= |nvolving telematics

Parking

= Could involve telematics as well
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Thank you

Dr. Thomas Fromherz
Fellow
thomas.Fromherz@netcetera.com
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