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Adjusting to evolving consumer behavior
is crucial and continues

to be the primary focus of the payments
industry.

Consumer behavior shifting from physical shopping
to online ordering, primarily in apps

Shift from traditional media consumption to online media
consumption, with influencers creating the most credible
content for many consumers

Digital giants and marketplaces are the first stop for product search
in many categories, setting the standard for customer experience
and trust

The world of multiple crises is leading to higher customer expectations
for ESG standards and more conscious spending (environment, ethics,
responsible spending).

Consumers expect digital payments to be secure with a
seamless user experience, regardless of how they shop:
in-store or online

Consumers are concerned about
but don’t want to trade off

of guest checkout of shoppers will of consumers like to
users would prefer abandon if they have as much

a convenient one- have to re-enter payment choice as
click experience® their credit card or possible?

shipping
information?

.




ASTERCARD TOKENIZATION SERVICE

Tokenization drives more successful transactions and can increase profitability
across a merchant’s checkout

. Tokenization . Digitization

Process of replacing a card’s primary account number Process of delivering tokenized card details and associated data to a device and/or onto a
(PAN) with a surrogate value called a token* secure server in the cloud, Click to Pay or Merchants & Commerce platforms
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ORIGINAL CARD STANDARD ACCOUNT NUMBER, CONNECTED DEVICES & SECURE MERCHANT &
NUMBER AND DATA CRYPTOGRAM cLoup COMMERCE PLATFORMS

Securing ction .
Mastercard tokenization provides protection

across the entire payment flow

Consumer tokens uniquely Secured by Token to account PAN mapping &
mapped to the device, Mastercard cryptography validation
merchant & transaction

WHAT ARE THE BENEFITS OF NETWORK TOKENS

Network tokens are shared across the entire payment flow and protect card details
with a token specific to each merchant and device

Network Tokens

Transaction details are
tokenized, protecting card
details across the entire
payment flow

Merchant PSP/Acquirer Network Issuer

Non-network Tokens

1
! Transaction details not always
tokenized across the entire

payment flow, potentially
Merchant PSP/Acquirer Network Issuer leaving card details exposed




Mastercard Click to Pay delivers an online checkout option that balances
intelligent security with password-free convenience

Reviews Confirms

payment summary order E
jentity Chec

Consumer can select
a different saved card or
add more cards

Card and personal details are automatically filled in and Consumer completes checkout with no additional
details are tokenized for added security clicks, passwords or data entry

Numerous PSPs and Acquirers are in the process of implementing C2P, with some
already live and beginning to onboard major merchants.
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> PAY DEEP-DIVE | ONLINE SHOPPI EFERENCE

For 4 out of 10 individuals, the primary reason for abandoning a purchase is
unexpected shipping costs, while for others, it's the
necessity to input or store excessive personal information.

There were unexpected shipping costs or fees

| did not have my payment card with me / could not remember card details
It required me to create a customer account, which | didn‘t want to do
My payment transaction could not be sucessfully completed 40%
required
entering/saving
too much
information 25%
Checkout
was taking
too long

Site asked me for too much personal information
I could not find my preferred payment method at checkout

It required me to save my payment information, which | didn‘t want to do

Was taking too long to checkout
The payment options were confusing

Checkout was difficult on my device (e.g., screen was too small)

It was too complicated / there were too many paged to go through
Other reason(s)

None of the abové

UER AUTHENTICATION - STILL NOT PERFE

In Germany 22% of all authentications still fail — when challenged even 27% of these
authentications fail

Authentication Rate Rate
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Germany Authentication Failure

Europe (without UK) Authentication Challenge Failure NN -
Europe (without UK) Authentication Failure MMM

27%
20%
229
18%

Acquirer Transaction Risk Analysis
needs to become better to support less challenges




TRA with
Transaction
Identity

Insights (TII) API

Increase approval, reduce digital fraud, and
improve the consumer experience

TIl delivers individual and device insights in a single APl payload that reduces risk

and increases business success by offering a complete perspective on any
transaction.

Individual Insights:
Derived from metadata based on five
core identity attributes against billions
of identity and digital interactions

Device Insights:
Offers insight into the given device
and associated risks
that were used
in the transaction

Payment Insights:
Global authentication data to
better understand associated risks
with payment
methods used

IN PRODUCTION IN Q4 2024




Understand WHO is behind
the transaction

Individual Insights provide 5 key elements from our identity
engine to determine:

* Does this email belong to a
Is the billing address valid?
What type of phone carrier do they use?

When was the email first used?
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Determine the WHAT device was used

behind the transaction

Device Insights to understand more about what device
was used for the transaction:

Is this a known device, or is it historically associated
with fraud?

Is the IP location suspicious looking

Do these attributes represent a legitimate device?

Recommended
attributes

User Agent

Identity Risk Score: How risky is this transaction
Output 0-500

Network Score: How are the data elements being used?
Output 0-1

IP Risk Score: Does this IP address indicate risk?
Output 0-1
y bene
Leverage all 3 risk scores to help determine the likelihood of
a fraudulent transaction
Provide a fast and trusted experience to improve retention,
boost customer lifetime value and increase sales.
Differentiator
7+ billion identity elements, 11+ billion transactions including
authentication data in the Identity Engine

Globally sourced data, with advanced machine learning
capabilities to identity pattern-based insights

Dynamic global data to ensure you authenticate
more legitimate transactions and prevent fraudulent
transactions from getting to the issuer. ’

Device Reputation

Risk Score: Has this device been associated with fraud before?
Output 0-5

Trust Score: Are the device settings authentic?
Output 0-5

Device Info & Insights:

Are we seeing high velocity or automation
(i.e.: multiple continuous attempts to purchase)?

Are these data insights suspicious
(location, device type)?

Real-time, dynamic data help to clearly identify if a device being
used is fraudulent or not

Provides a UDID (Unique Device identifier) to identify devices

Strong device signals in and light weight, easy to implement API,
not SDK

ferentiator

Authentication data as part of the device consortium data




Payment Insigh

Provides a clear view into what issuers see at Questioning the payment
authorization for Mastercard-branded and processed
transactions.

* Is this a suspicious payment activity?

* Have we seen these payments before?
* PAN associated with fraud?

See into and improve decisions with multiple data points: ¢ New PAN?

Digital Transaction Inslght Sfore Key benefits

Score that evaluates the risk behind the actual payment

transaction from Mastercard Decision Engine utilising « The risk score evaluates all accessible and

MCs rich data and Al models former 3DS data and provides you with a
valuable risk score prior to payment initiation

E-AUTHENTICATION FLOW

Seamlessly integrate Transaction Identity Insights into your risk decisioning flow
directly or via a PSP / Fraud Platform reseller
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Tll can enable merchants to bypass the 3DS challenge for low-risk transactions,
creating a more seamless Click to Pay flow.

Confirms

summary order

Consumer can select
a different saved card or
add more cards

Card and personal details are automatically filled in and Consumer completes checkout with no additional
details are tokenized for added security clicks, passwords or data entry




